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Ministry of Economy and Finance
General Department of National Treasury
IT Department

Network and Server Administrator
Responsibilities:
—Configure and manage server: DHCP Server, DNS Server, Web Server, FTP Server, etc.
—Provide server configuration, failover cluster, load balancing to ensure the critical server are running smooth and
high availability
—Configure FortiGate Firewall.
- Design schedule backup for critical system to ensure data are restorable and minimized probability of data lost
—Report and take action for critical system health alert to ensure server are healthy
—Monitor and provide report on security application such as internet Firewall, email gateway, Virus, ...
—Apply security best practices and ensure users are assigned appropriate resources.
—-Suggest improvements to network performance, capacity and scalability
—Regularly perform maintenance and monitor networks to ensure everything is running smoothly

—Maintains documentation, IT standards, IT Policy, IT Quality, procedures and processes
—Working hour: Monday to Friday: 08:00 to 12:00 and 14:00 to 18:00, Saturday: 08:00 to 12:00

Qualification:

—Bachelor’s degree in Computer Science and Engineering or related field

—At least 2 years experience in IT Networking and Servers (Internet Server, DHCP Server, FTP Server, Files Server,
Web Server, Active Directory)

—-Strong knowledge and experience with Windows Server 2008, 2012 Active Directory, Exchange Server 2013,
VMWare ESXi, V-Center and Linux

—Be able to configure network infrastructure, VLAN, WAN, VPN on CISCO Router and Switch

- Experience with Firewall, Intrusion Detection, Anti-Spam, Anti-Malware and Mail Security

—Certified, Microsoft, Linux, VMWare, CISCO CCNA is a plus

—Experience with various operating systems and computing devices. Experience installing and configuring desktop
computer systems in a networked computing environment, and in applying diagnostic techniques for problem
troubleshooting.

—Experience with Linux and Windows OS, VMWare ESXi, V-center Server or other Virtual Machine System

How to Apply
—Interested candidate have to:

—Combine your CV and your Cover Letter, Transcript, Certification, Letter of Recommendation, Evaluation Sheet,
etc. as ONE PDF files and send via Telegram message to 015 717 977

—If you were selected for interview, please prepare all achievements that you have made before such as school
assignment, team project, website, etc. Bring your laptop for demonstration.

Contact

-Name: Chen Sambatvoha

—Position: Deputy Director of IT Department, General Department of National Treasury
—Contact via Telegram: 012 68 92 92

—Address: Building #19, Blvd Preah Mohakhsattrey Kohsomak ( Blvd 106 ), Wat Phnom Commune, Daun Penh
District, Phnom Penh, Cambodia
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- IT Support and Maintenance (Network, PC, IT Equipment, ...

)

- Installation and configuring Windows, Software Applications, etc.

- Configure Wi-Fi, Router MikroTik (model(s):

- Configure Managed Switch or Router Cisco (model:

- Creating and Managing VLAN

- Other

Il. Linux System

- Configure and manage VMWare ESXi

- Configure and manage vCenter Server

- Installation Ubuntu Server

- Configuration and troubleshooting Ubuntu Server

- Installation CentOS Server

- Configuration and troubleshooting CentOS Server

- Deploy DHCP Server

- Deploy DNS Server

- Deploy File Server

- Deploy FTP Server

- Deploy Web Server

- Deploy Proxy and Firewall Server

- Other

lll. Windows System

- Install and Deploy Microsoft Windows Server (version:

- Install and Deploy Microsoft Exchange Server (version:

- Deploy DHCP Server

- Deploy DNS Server

- Deploy File Server

- Deploy FTP Server

- Other

IV. Open Source

1. Open Source Self-Hosted File Sync and Share

- Seafile

- Nextcloud

- ownCloud

- Aurora

- Other




2. Open Source Virtualization Environment

- XenServer

- Proxmox VE

- OpenStack

- Other

3. Open Source Firewall/Router

- pfSense

- IPFire

- OPNSense

- Other

4. FTP client

- FileZilla

- WinSCP

- CuteFTP

- SmartFTP

- Other

5. Terminator Emulator

- PuTTY

- SecureCTR

- Xshell

- Terminus

- GNOME Terminal

- Other

V. Others
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